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Abstract

Triangle meshes are widely used in 3D data representation due to their efficacy in capturing complex surfaces. Mesh clas-
sification, crucial in various applications, has typically been tackled by Deep Neural Networks (DNNs) with advancements
in deep learning. However, these mesh networks have been proven vulnerable to adversarial attacks, where slight distortions
to meshes can cause large prediction errors, posing significant security risks. Although several mesh attack methods have
been proposed recently, two key aspects of Stealthiness and Transferability remain underexplored. This paper introduces a
new method called Transferable Perceptual-constrained Adversarial Meshes (TPAM) to investigate these aspects in adversar-
ial attacks further. Specifically, we present a Perceptual-constrained objective term to restrict the distortions and introduce
an Adaptive Geometry-aware Attack Optimization strategy to adjust attacking strength iteratively based on local geometric
frequencies, striking a good balance between stealthiness and attacking accuracy. Moreover, we propose a Bayesian Surro-
gate Network to enhance transferability and introduce a new metric, the Area Under Accuracy (AUACC), for comprehen-
sive performance evaluation. Experiments on various mesh classifiers demonstrate the effectiveness of our method in both
white-box and black-box settings, enhancing the attack stealthiness and transferability across multiple networks. Our re-
search can enhance the understanding of DNNs, thus improving the robustness of mesh classifiers. The code is available at

Conference Paper

https://github.com/Tengjia-Kang/TPAM.
CCS Concepts

* Computing methodologies — Mesh geometry models; Shape analysis;

1. Introduction

Triangle meshes are the most predominant and widely adopted
form of 3D data representation in computer graphics. Compared to
other 3D representations such as voxels and point clouds, meshes
carry more geometric and topological information, performing ex-
pressiveness and efficiency in representing non-uniform and ir-
regular surfaces. Among mesh processing tasks, mesh classifica-
tion is fundamental, underpinning applications in autonomous driv-
ing [CMW#*17; ZT18], virtual reality [KCMB18], shape model-
ing [SZTL19; PKGF21], and the medical field reality [RicOS8].
With the prominent advancements in deep learning, mesh clas-
sification is now typically handled by Deep Neural Networks
(DNNs) [FFY*19; HHF*19; LT20; SS21; KC22; SKB24]. Al-
though DNNs have shown promising results, they are vulnerable to
adversarial attacks, where slight distortions to input meshes can dis-
rupt classification predictions, posing a significant security risk in
mesh-related applications. Exploring these vulnerabilities can en-
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hance our understanding of DNNs and improve the robustness of
mesh classifiers.

Adversarial attacks, originating from 2D image classifi-
cation [SZS*13], have been extensively studied in recent
years [GSS14; PMJ*16; CW17]. Building upon these studies, ef-
forts have expanded into the field of 3D geometry [LYS19; XQL19;
ZGH#*24; MCBR20; RPC*21; BYBT22; XHFB22; ZCL*23;
SLA23], with particular attention to adversarial attacks for mesh
networks [MCBR20; RPC*21; BYBT22; XHFB22; ZCL*23].
Typically, these methods design objectives to mislead predictions
and optimize these objectives iteratively (see Sec. 3). Although
these methods succeed in disrupting predictions, their real-world
feasibility remains underexplored, particularly in two aspects:

- Stealthiness: Ideally, the distortion on meshes should be im-
perceptible to human observers to avoid easy detection. To
constrain the distortions, existing methods (e.g., [XHFB22;
BYBT22]) usually set an upper bound for distortion and it-
eratively optimize objectives. However, this upper bound only
ensures the maximum distortion and is inadequate for reflect-
ing stealthiness, as distortions in different mesh regions im-
pact stealthiness differently. For instance, adding perturbations
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Figure 1: Attack results of Armadillo. The adversarial mesh of ours is most similar to the original mesh. Several representative regions are
highlighted by zoomed-in views in the first row. The second row visualizes the differences between the adversarial mesh of each method and

the original mesh.

in regions with high geometric frequencies (fine details, e.g.,
hair) is less noticeable than in regions with low geometric fre-
quencies (e.g., flat board). Moreover, the optimization direc-
tions in these methods are independent of geometry, meaning
the attack strength is determined solely by attacking objectives
without considering any local geometric details. Other meth-
ods (e.g., [MCBR20; ZCL*23]) add extra objective terms to re-
strict distortion, but these terms are not explicitly related to at-
tack strength during optimization, hindering their effectiveness
in maintaining stealthiness.

Transferability: Exiting methods have only superficially stud-
ied transferability — the ability to disrupt unknown mesh
networks using a surrogate (known) network. Most works
(e.g., [IMCBR20; XHFB22]) focus on white-box attacks, assum-
ing that the details (i.e., the architecture and parameters) of the
target network are accessible to the attackers. This assumption
is impractical as the details of target networks are unlikely to
be available in real-world scenarios. The study of [BYBT22]
notices the importance of transferability and attempts to attack
target networks using adversarial meshes generated by a surro-
gate network. However, this method can only transfer adversar-
ial meshes to a single target network, limiting its applicability
in real-world scenarios.

To address these limitations, we describe a new method to
generate Transferable Perceptual-constrained Adversarial Meshes
(TPAM). Firstly, we describe a perceptual-constrained objective
term designed to properly assess the stealthiness of adversarial
meshes. This term includes three soft constraints that consider the
distortion and direction of each triangle, as well as the local context
of the mesh. Secondly, we propose an Adaptive Geometry-aware
Attack Optimization strategy that dynamically adjusts the attack

strength (step size) in conjunction with optimizing the overall ob-
jectives. Specifically, we assume that the attack strength should
vary across the entire mesh due to the varying geometric com-
plexity. Thus, we propose a new Gaussian Mixture Model (GMM)-
based strategy, which can partition the mesh into different regions
based on local geometric complexity differences. The variance of
each Gaussian component can represent the complexity and guide
the adjustment of attack strength, allowing more changes in com-
plex regions than in smooth regions. In addition, we introduce a
Bayesian Surrogate Network to enhance uncertainty. Unlike con-
ventional Deep Neural Networks (DNNs), this network samples its
parameters from a learned distribution, aiming to increase the fea-
ture space overlap with target networks and improve transferability
across multiple target networks. Fig. 1 shows our-attack result is
better than others in terms of stealthiness.

Existing methods commonly use accuracy (ACC) as a metric,
representing the percentage of test samples correctly classified.
However, the conditions for calculating ACC vary among differ-
ent methods. Several works do not set distortion bound [MCBR20;
BYBT22], which, despite achieving high attacking performance,
do not consider stealthiness. Other works [XHFB22; ZCL*23] do
set a bound, but the standards for these bounds differ, making com-
parisons unfair. Therefore, we define a new evaluation metric, the
Area Under Accuracy (AUACC), to comprehensively assess per-
formance in terms of both attacking accuracy and stealthiness.

Extensive experiments are conducted on several recent DNN-
based mesh classifiers using SHREC11 [VvJD*11] and Mani-
fold40 [WSK*15] datasets, comparing our method to many recent
methods under both white-box and black-box attack settings. The
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results demonstrate the efficacy of our method in attacking mesh
classifiers.

Our contributions are four-fold:

1. We propose a new method called TPAM to generate adversarial
meshes, which focuses on stealthiness and transferability that
previous methods have not adequately addressed in adversarial
attacks.

2. We describe a Perceptual-constrained objective term that prop-
erly assesses stealthiness by considering geometry features, in-
cluding distortion and direction of each triangle, as well as local
smoothness of the mesh.

3. Unlike existing methods with fixed attack steps, we propose an
Adaptive Geometry-aware Attack Optimization strategy that ad-
justs attack steps while optimizing objectives.

4. We present a new evaluation metric (AUACC) to comprehen-
sively evaluate attacking performance.

2. Related work

Mesh Classification. Mesh classification is a fundamental task
in mesh processing, serving as a basis for many 3D applications,
such as autonomous driving, virtual reality and rendering. In recent
years, Deep Neural Networks (DNNs) have become the mainstream
approach for mesh classification [HHF*19; FFY*19; MLR*20;
LT20; KC22; SKB24]. MeshCNN [HHF*19] designs convolution
and pooling operations specifically applied to the edges of meshes,
in order to directly migrate CNN from image field to the field of
meshes based on edge-unit feature. MeshNet [FFY*19] extracts
face-unit spatial features and face-unit structural features (center,
corner, normal) with a unified structure form, and feeds them into
the designed combination and aggregation modules for mesh clas-
sification. PD-MeshNet [MLR*20] proposes a primal-dual graph
framework to take features of edges and faces and then perform
convolutions on these graphs using a dynamic attention-based net-
work. MeshWaker [LT20] generates random walks consisting of
vertices by walking along edges to extract shape features and then
feeding it into a recurrent neural network to learn walking history.
ExMeshCNN [KC22] introduces a descriptor to extract edge-based
geodesic features and face-based geometric features and use Layer-
wise Relevance Propagation (LRP) and Gradient-weighted Class
Activation Mapping (Grad-CAM) to interpret its interpretability.
RIMeshGNN [SKB24] leverages graph neural networks to analyze
mesh-structured data, constructing a rotation-invariant network that
maintains accuracy for meshes rotated in any direction.

3D Adversarial Attacks. Adversarial attacks are first studied in
2D image domain [SZS*13; GSS14; MMS*17; MFFF17] and
have recently been extended to 3D geometry tasks, such as point
clouds classification [LYS19; XQL19; ZGH*24], mesh classifica-
tion [MCBR20; RPC*21; BYBT22; XHFB22; ZCL*23] and oth-
ers [SLA23]. Note that both point clouds and meshes are 3D geom-
etry representations. Point clouds and meshes differ significantly:
point clouds are collections of discrete points without inherent
connectivity, whereas meshes consist of vertices, edges, and faces
with a defined topology. Consequently, methods for attacking point
clouds cannot be directly adapted to mesh classification.

Several efforts have been made to attack meshes. Band-limited
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Perturbations (BLP) [MCBR20] proposes to perturb meshes in
the spectral domain, with requirements that perturbations can oc-
cur only in the low-frequency region, inducing less noticeable
perturbation. Spectral-attack [RPC*21] proposes a spectral attack
across point clouds and meshes, by adding small perturbations to
short eigenvalue sequences. 3DVP [XHFB22] introduces a simple
vertex-based perturbation in Euclidean space, searching the op-
timized vertice positions based on opposite gradient fitness un-
der a distortion bound. Mesh-attack [ZCL*23] proposes several
constraints to penalize the deformation of meshes. However, this
holistic optimization method lacks precise control of disturbances.
Note that these above methods are all white-box attacks. Random
Walker [BYBT22] explores the transferability in a black-box set-
ting, which uses MeshWalker [LT20] as a surrogate network to sim-
ulate the features learned by a target network, and attacks the surro-
gate network to obtain transferable adversarial meshes. Neverthe-
less, this method does not develop devoted strategies for enhancing
transferability and only validates it on a single target network at a
time.

3. Preliminaries

Mesh Classification. Consider a triangle mesh X = (V,F), where
V is the set of vertices and F is the set of faces. Denote a mesh
classifier as Hg : X — ), where 0 represents the weight param-
eters of this mesh classifier, X' is the input mesh space and ) is
the class label space. Given a mesh X € X, its predicted label is
y' = Hg(X) € V. This prediction result is considered correct if
y' =y, where y is the ground truth label of the mesh X.

Adversarial Meshes. The attackers aim to disrupt the prediction of
mesh classifier Hg by adding slight perturbations § on input mesh
X. These perturbations § are added on vertices in V, which in turn
disturbs the faces in F as well. Let X* = X + 8 be the adversarial
mesh corresponding to input mesh X. The goal of the attack is to
ensure that Hg(X™) # y while keeping the magnitude of the pertur-
bations & within a certain limit. This goal is typically formulated as
a constrained optimization problem:

argmin Lo (X*,5),
8 ey
s.t. dis(X,X™) <,
where L, is the attack objective, often defined as the negative of
the classification objective (e.g., Cross-entropy [ZCL*23]), which
measures the error between the predicted label and ground truth
label, and dis is a distance metric that quantifies the magnitude of
perturbation (e.g., £, norm [ XHFB22; ZCL*23]). The definition of
L, can vary depending on the specific methods used [BYBT22].

The optimization process is typically iterative. Denote ¢ as the
iteration number. The adversarial mesh is generated as follows:

X =X,
2
X =X —w-Vixe) Lo, @
where w is fixed, a predefined parameter controlling the attack

strength (step size), and V denotes the gradients of objective L,
with respect to the mesh X;*.

Attack Settings. Adversarial attacks can be categorized into two
types: white-box attacks and black-box attacks. Currently, most
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Figure 2: Overview of TPAM. We propose a Perceptual-constrained objective Lperc and an Adaptive Geometry-aware Attack Optimization
strategy to adjust attack strength w based on geometric complexity, measured by a newly proposed GMM-based strategy. We also describe a
Bayesian surrogate nerwork to further improve transferability. See text for details.

methods are under the white-box setting, where attackers have full
access to the network details, allowing them to craft specialized at-
tack strategies. However, this setting is impractical in real-world
scenarios as the details of the network are usually confidential. In
black-box attacks, attackers do not have direct access to the inter-
nal structure and parameters of the target network. Consequently, a
common strategy is to use adversarial meshes generated from a sur-
rogate network (a known network that can be white-box attacked)
to perform transfer attacks on the target network. The effectiveness
of these attacks largely depends on the similarity between the fea-
ture spaces of the target and surrogate networks. Existing methods
exhibit weak transferability as they have not fully investigated de-
voted strategies to enhance it. As a result, they tend to overfit the
surrogate network, limiting their effectiveness when applied to the
target network.

4. Method

We describe a new method, Transferable Perceptual-constrained
Adversarial Meshes (TPAM), designed to enhance both the stealth-
iness and transferability of attacks on mesh classifiers. This method
includes three major improvements. First, we propose a Perceptual-
constrained Objective term to properly measure and control the
stealthiness of the attack (Sec.4.1). Then we describe an Adap-
tive Geometry-aware Attack Optimization strategy to adjust the at-
tack strength based on geometric complexity (Sec.4.2). Moreover,
we introduce a Bayesian Surrogate Network to further enhance the
Transferability (Sec.4.3). The overview of our method is shown in
Fig. 2.

4.1. Perceptual-constrained Objective

Assessing the stealthiness of meshes is non-trivial as they contain
much more complex geometry features than other 3D representa-
tions such as point clouds. While mesh decimation also considers
preserving shapes, it typically reduces the number of polygons or
vertices, making its constraints unsuitable for our purposes. There-
fore, we propose a perceptual-constrained objective term dedicated
to meshes. This objective term covers three perspectives: edge, nor-
mal, and context constraints.

Edge Constraint. The edge length should remain consistent after
the attack. Thus the edge constraint term Leqpe can be defined to
penalize the variation, as

1 @ .
Lotge = 5 1 [ECC)—EQOL ©)

where E (X)) is the edge set of mesh X and d is the number of edges.

Normal Constraint. To penalize changes in face orientation, the
normal constraint Cporm measures the deviations of face normals,
as

oem = 23 Worm(e1) ~Norm(B)E, @

where F*, F are the face sets of mesh X* and X, respectively, Norm
is the operation of extracting face normals, and m is the number of
faces (triangles).

Context Constraint. Maintaining stealthiness requires controlling
vertex position deviations within their local context. For instance,
when vertices are aligned in a straight line, even minor distortions

© 2024 The Authors.
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Figure 3: GMM Partiation examples. The clusters with the same color
have similar G values.

in the edges and face normals can greatly affect the geometric shape
and visual appearance. Thus, we should penalize abrupt changes in
vertex positions within their context.

To achieve this, we define a context constraint term Lcont that
adopts Laplacian coordinates[Sor05] to represent local details.
Specifically, the Laplacian coordinate of a vertex is typically de-
rived by computing the weighted average coordinate of the vertex
and those of its adjacent vertices. This method captures position
information within the local neighborhood, thus assessing local ge-
ometric shape variations.

Let I be an identity matrix of size n X n, where n is the num-
ber of vertices. Denote J as the mesh adjacency matrix, and D =
diag(dy,...,dn)as the degree matrix. The Laplacian operator is de-
fined as ¢ =1 — D™'J. The Laplacian coordinate of vertices can
then be defined as V = ¢V. The context loss Lcont is given by:

I e -
ﬁcont:;ZHVj *Vlui (5)
i=1

Since this term considers the relative position of a vertex to its
neighbors, it promotes smooth perturbations.

Thus, the overall objective combines these terms as

Lpere = M Ledge + A2 Lnorm + A3 Leont. (6)

4.2. Adaptive Geometry-aware Attack Optimization

Intuitively, the distortions in regions with high geometry frequen-
cies are less notable than those in regions with low geometry
frequencies. Therefore, to maintain stealthiness while increasing
attacking accuracy, we can adaptively adjust the attack strength
based on geometric complexity. To achieve this, we first describe a
Geometry-aware GMM-based Mesh Partition strategy, which parti-
tions the mesh into non-overlapped regions with varying degrees of
geometric complexity. Then, we quantify the geometric complexity
of each region as weights and describe a Geometry-aware Weighted
Lperc to guide the optimization of attack steps. Finally, we outline
the process of optimizing attack steps, which dynamically updates
the attack steps for overall optimization.

Geometry-aware GMM-based Mesh Partition. Geometric com-
plexity varies across different regions of the mesh, raising the ques-
tion of how to identify these regions with different degrees of geom-
etry details. We assume that the vertices within a region follow a
specific distribution corresponding to a certain degree of geometric
complexity, while different regions have different distributions. By

© 2024 The Authors.
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simulating these distributions, we can partition the mesh according
to the geometric complexity. To achieve this, we propose a Gaus-
sian Mixture Model (GMM) based strategy.

Specifically, we partition the mesh into K regions, each repre-
sented by a Gaussian distribution component. Each region should
meet two criteria: spatial coherence (the region should be spatially
connected) and complexity representation (the region should ex-
hibit a certain degree of complexity). For each vertex, we use its
spatial coordinates and area-weighted vertex normal [Gla94] as
its representation f = (x,y,z,nx,ny,nz). The first three elements
contribute to the spatial coherence, and the last three elements
reflect geometry details. We initialize K Gaussian distributions
{N (u,01)}X_| and weights for each distribution {0y }X_,. Us-
ing the representations, we perform the Expectation Maximization
(EM) algorithm for iterative clustering:

e E-step: Assign vertices to the corresponding distribution compo-
nent by calculating the probability as

oy - N (f |ux, ox) ‘
Yot 0% - N (f ., o)
e M-step: Update yy, G, 0 based on just assigned vertices.

arg mlflxp(k|f) = @)

After several iterations, we can obtain the final distributions
{N (e, 0%) Y5_ | with weights {oy }X_,. Then we can assign each
vertex to its corresponding region, resulting in K regions {Rk}kK:l.

Geometry-aware Weighted Lperc. The above strategy allows the
mesh to be partitioned into distinct regions, where the vertices
within each region follow a normal distribution. The mean of this
distribution represents the central location and principal orienta-
tion of the local region, while the variance indicates the dispersion
of vertices within the region. We then use the variance oy, to depict
the geometric complexity of each region, i.e., “larger” o; denotes
higher complexity for the k-th region.

Since the variance Gy, is a matrix, a direct comparison of its val-
ues is not feasible. Therefore, we adopt the spherical simplification,
which assumes that the covariance matrix of each Gaussian com-
ponent is a diagonal matrix with equal elements on the diagonal.
This implies that the variances of the data in each dimension are in-
dependent, which reduces the complexity of the problem and com-
putational overhead, while also aligning with the actual character-
istics of mesh data. This yields a scalar variance value to represent
the covariance matrix.

We denote the spherical simplification as S and normalize these

scalar values to formulate the weights v, =1 — %"&). Thus, the
perceptual-constrained objective can be reformulated as
K
E;erc = Z Vi Ri(Lperc), (8)

k=1
where Ry (Lperc) represents the objective calculated from the k-th
region Ry. Fig. 3 shows several visual examples. It can be seen that
the clusters with low variance are concentrated in relatively flat and
smooth areas, while those with high variance are concentrated in
areas with more complex geometric structures.

Attack Steps Iterative Optimization. As introduced in Sec. 3, an
iterative optimization is widely utilized in existing methods (see
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Algorithm 1: Procedure of the proposed method TPAM.

Input: An input mesh X with a ground truth label y, a (Bayesian)
surrogate network 7, maximum iterations 7', distortion
bound €, region number K, attack objective L,
perceptual-constrained objective Lperc, initial attack step w,
distance metric D.
Output: Adversarial mesh X*
1 Initialization: X; = X, wy = w;
2 fort<0toT —1do

3 X5, =X —w- v(X’r*)[fa[k + Lperc;
4 Wil =wr =7 v(w/)ﬁgerc;
5 if D(X |, Xo) > € then
6 ‘ Return X;*
7 end
8 if H(X/, ) # y then
9 ‘ Return X, |
10 end
11 end

Eq. (2)). However, the attack step w is usually fixed during op-
timization, overlooking the relationship between geometric com-
plexity and attack strength. Therefore, we create a set of attack
steps w = {wk}kK: 1 for each region and describe an Attack Steps
Iterative Optimization strategy that jointly optimizes the objectives
Latk + Lperc and the attack steps w. It is important to note that si-
multaneously optimizing them is difficult. As such, we introduce
an alternative optimization strategy: During the optimization pro-
cess, the attack steps for each region are preset. Then we perform
an adversarial attack by optimizing the overall objectives. After ob-
taining the perturbations, we fix the shape of mesh and alternatively
update the attack step by optimizing the perceptual-constrained ob-
jective term. The optimization process is outlined as follows:

X5 =X,wp=w,
;:,1 = Xz* — W V(XI*)Eatk + Lperc, (9)
Wil =wr —7- v(w,)[';erm

where 7 is the step factor for optimizing w. This process iterates un-
til the maximum iteration number 7 is reached. The major proce-
dure of our method is illustrated in Alg.1: Line 1 represents the ini-
tialization of adversarial mesh and attack step. Line 2 corresponds
to the first stage of an iteration, where the adversarial mesh X;* is
updated with an attack step w;. Line 3 indicates updating the adap-
tive attack step w, 4| with a step v.

4.3. Bayesian Surrogate Network

The effectiveness of transfer attacks largely depends on the overlap
between the feature spaces of the target and surrogate networks.
Existing methods often use surrogate networks with fixed parame-
ters, resulting in a stationary feature space. When there is less over-
lap with target networks, transferability is greatly hindered. While
ensembling multiple surrogate networks can enhance feature space
overlap, this approach is resource-intensive and thus impractical.

To overcome this limitation, we describe a Bayesian surrogate
network to increase feature space diversity without the need to
ensemble multiple networks. Specifically, we replace the conven-
tional fully connected layers with Bayesian layers, where layer

mean
. — — 9 —>
N variance
Layerl Layer2 Layerl Layer2

Figure 4: Illustration of Bayesian layers, where the parameters are sam-
pled from a learned distribution.

parameters are sampled from a distribution trained using maxi-
mum likelihood estimation (see Fig.4). We employ the variational
Bayesian approach to train this network [KW13]. In Bayesian lay-
ers, parameters are sampled during forward propagation through a
reparameterization trick. This strategy increases the uncertainty of
the surrogate network, leading to a more diverse feature space and
subsequently enhancing the probability of overlapping with target
networks.

4.4. Area Under Accuracy

To complement Accuracy (ACC), we describe a unified and com-
prehensive evaluation protocol to fairly assess the attacking per-
formance and stealthiness. Different from existing methods that
manually select a single distortion bound, we evaluate performance
across various bounds and introduce the metric of Area Under Ac-
curacy (AUACC). This metric is defined as

AUACC = / ACC(e) de, (10)

where ACC(¢€) denotes the ACC score under distortion bound e.

5. Experiments
5.1. Experimental Settings

Datsets. Following existing works [MCBR20; RPC*21;
BYBT22], our method is validated on two widely used datasets
SHREC11 [VvID#11] and Manifold40 [WSK*15]. SHRECI11
dataset contains 600 samples with 30 categories, and each category
has 20 samples. For each category, we use 16 samples for training
the surrogate model and use left 4 samples for adversarial attack
evaluation following [ESKB17; KC22]. The Manifold40 dataset
contains 12,311 common objects categorized into 40 different
classes. For this dataset, we use its official split, where 9,843
samples are for training the surrogate model and 2,488 samples are
for adversarial attack evaluation.

Mesh Classifiers. Our method is performed on sev-
eral recent well-known mesh classification networks, in-
cluding MeshNet [FFY*19], MeshCNN [HHF*19], PD-
MeshNet [MLR*20], MeshWalker [LT20], ExMeshCNN [KC22],
RIMeshGNN [SKB24]. Following their default configuration,
we study MeshWalker, ExMeshCNN, and RIMeshGNN on both
SHRECI11 and Manifold40 datasets. We explore MeshCNN, PD-
MeshNet and HodgeNet on the SHREC11 dataset and investigate
MeshNet on the Manifold40 dataset.

Compared Methods. Our method is compared with recent

© 2024 The Authors.
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Table 1: ACCY (%) | AUACCY (%) of one-to-one transfer attack on SHREC11 datasets. The surrogate network is MeshWalker. The best scores are highlighted
by bold and underlining, whereas the second-best scores are highlighted in bold.

Methods MeshWalker MeshCNN PD-MeshNet  ExMeshCNN  RIMeshGNN Average
Original accuracy 99.17 99.17 99.17 96.67 100 98.84
BLP [MCBR20] 75.83183.04 84.17194.67 64.17187.13 933319542  75.00191.50  78.50190.35
Spectral-attack [RPC*21] 47.50165.17 45.83183.80 46.67181.37 89.17194.54  48.33177.98  55.50180.57
RandomWalker [BYBT22]  25.00153.67 26.67160.33 29.17165.13 78.33191.04 33.33168.58 38.50167.75
3DVP [XHFB22] 29.17158.46 35.83172.67 35.83169.71 84.17193.54  40.00176.08  43.67174.29
Mesh-attack [ZCL*23] 25.83160.58 41.67169.92  39.17171.33  90.00194.08  50.00181.28  49.33|75.44
TPAM 16.67148.63 21.67162.83 26.67165.21 77.50190.46 28.33164.96 34.17166.42

attack methods, 3DVP [XHFB22], Mesh-attack [ZCL*23],
BLP [MCBR20], Spectral-attack [RPC*21] and Ran-
domWalker [BYBT22]. Since the methods of 3DVP, Mesh-attack,
BLP, and Spectral-attack have not released their codes, we
reproduce these methods rigorously following their paper. For
RandomWalker, we utilize its official codes. Note that the mesh
shapes in the Manifold40 dataset are regular. Spectral-attack and
Mesh-attack are hardly adapted to it, as they easily distort the
meshes due to their inner pipeline. For a fair comparison, all the
methods share the same attacking configuration such as the same
termination requirements, the same distortion bound, etc.

Implementation Details. Our method is implemented using Ten-
sorflow 2.4.1 with a Nvidia 3060 GPU. We employ Meshwalker
as our surrogate network. Following previous methods [XQL19;
BYBT?22], we employ ¢, norm as a distance metric to measure the
bound of distortion e. The parameters in perceptual-constrained ob-
jective is set to A; = 1,A; = 0.1,A3 = 10. The region number par-
titioned from meshes is set to K = 8. The maximum iteration is set
to 7 = 10000. The step in optimizing w is set to Y = 3000.

5.2. Results

Following [BYBT22], we evaluate our method under a setting of
one-to-one transfer attack, training the surrogate network using the
output of a target network, and then attacking this target network
with adversarial meshes generated from the surrogate network. We
also explore a more challenging setting, the one-fo-many transfer
attack, where we attempt to attack multiple target networks using
a parameter-fixed surrogate network trained on one of the target
networks.

One-to-one Transfer Attack. We validate the performance using
two metrics: the ACC metric, commonly used in existing methods,
and the AUACC metric, proposed in this paper. For the calcula-
tion of ACC, we empirically set the upper bound as € = 0.02, as
this distortion level is visually acceptable based on a user study.
Table 1 shows the ACC performance of different methods on the
SHRECI1 dataset. Note that the surrogate network is MeshWalker.
As such, the first column of MeshWalker represents the white-
box attack, as the surrogate network and target network are the
same. The results show that our method outperforms others by
a large margin, reducing the ACC by approximately 9.33% in
white-box attack and by 5%,2.5%,0.8%,5% on MeshCNN, PD-
MeshNet, and RIMeshGNN, respectively. For AUACC, our method
achieves the highest score, surpassing RandomWalker by 1.33%.
It can be seen that all methods show compromised performance
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on ExMeshCNN, likely due to its use of enriched features such as
edge-based geodesic and face-based geometric features, which in-
creases the robustness. Nonetheless, our method still outperforms
the second-best method, RandomWalker.

To validate these methods under the AUACC metric, we increase
the bound € from 0 to 0.02 with an interval of 0.001 and calculate
the ACC for each bound. Then we calculate the area under the ACC
curve and normalize it to the range of [0, 1] by dividing by the max-
imum area, i.e., a rectangular area denoted by ACC =0, ACC =1,
€ =0, and € = 0.02. The results, shown in Table 1, indicate that our
method comprehensively surpasses others on average across var-
ious bounds, demonstrating its effectiveness in maintaining both
stealthiness and attack accuracy.

One-to-many Transfer Attack. In this setting, we utilize the out-
put of MeshCNN to train the surrogate network MeshWalker and
then perform the transfer attack on all target networks except Mesh-
Walker. Table 2 shows the ACC and AUACC scores of differ-
ent methods. It can be seen that our method achieves superiority
compared to other methods on all target networks, exceeding the
second-best method RandomWalker by 4.79% at ACC on average,
and 1.07% at AUACC on average. These results highlight that our
method has better transferability than others, enhancing the appli-
cation in real-world scenarios.

Moreover, we validate these attacking methods on the Mani-
fold40 dataset. The results are shown in Table 3. We can observe
that our method can averagely outperform the second-best method
by 2.77% at the ACC score and 0.5% at the AUACC score.

6. Ablation Study

Effect of Bayesian Layers. This part studies the effect of Bayesian
layers in surrogate networks. Denote “without” as “w/0” and “with”
as “ w/”. Experiments are conducted on the SHREC11 and Man-
ifold40 datasets under one-to-many transfer attack settings on
PD-MeshNet, ExMeshCNN, and RIMeshGNN classifiers. The re-
sults are shown in Table 4 and Table 5, which reveal that us-
ing Bayesian layers can notably reduce both ACC and AUACC
scores by 0.84%/4.42%,4.17%/1.04%,5%/3.84% on SHREC11
dataset and 4.17%/1.04%, 5% /3.84% on Manifold40 dataset. This
demonstrates the effectiveness of Bayesian layers in enhancing
transferability.

Various Combinations of Lperc. We experiment on the SHREC11
dataset to verify the effectiveness of each term in the proposed
perceptual-constrained objective Lperc. The results are shown in
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Table 2: ACCY (%) | AUACCY (%) of one-to-many transfer attack on SHREC11 dataset. The surrogate network is MeshWalker.

Kang et al. / TPAM: Transferable Perceptual-constrained Adversarial Meshes

Methods MeshCNN(®)  PD-MeshNet ExMeshCNN ~ RIMeshGNN Average
Original accuracy 99.17 99.17 96.67 100 98.75
BLP [MCBR20] 84.17194.67 62.50187.79 933319525 71.67190.88  77.42192.65
Spectral-attack [RPC*21] 45.83183.38 483318196 90.83194.79  50.00179.02 58.75184.79
RandomWalker [BYBT22]  26.67160.33  22.50163.33  79.17190.83  28.33162.88 39.17169.84
3DVP [XHFB22] 35.83172.67 233316837 833319271 383317031 45.71176.52
Mesh-attack [ZCL*23] 41.67169.92  40.00171.92  89.17194.25  40.8317548  52.92177.89
TPAM 21.67162.83 18.33158.71 77.50190.46  20.00161.08 34.38 | 68.77

Table 3: ACCY (%) | AUACCY (%) of one-to-many transfer attack on Manifold40 dataset. The surrogate network is MeshWalker:

Methods MeshNet®)  ExMeshCNN  RIMeshGNN Average
Original accuracy 92.02 88.90 89.99 90.30
BLP [MCBR20] 86.88189.89 823818587 82.73187.75 84.16187.84
RandomWalker [BYBT22]  77.25186.00 78.17184.27  76.60184.68  77.34184.98
3DVP [XHFB22] 81.81188.59  77.47185.12  78.20184.87  79.16186.19
TPAM 78.00 187.48 73.26183.84 724518212 74.57184.48

Table 4: Effect of Bayesian layers on SHREC11 dataset.

Methods PD-MeshNet ExMeshCNN RIMeshGNN
ACC AUACC ACC AUACC ACC AUACC

w/o Bayesian 19.17 63.13 81.67 91.50 25.00 64.92

w/ Bayesian  18.33 5871 77.50 9046 20.00 61.08

Table 5: Effect of Bayesian layers on Manifold40 dataset.

Methods ExMeshCNN RIMeshGNN
ACC AUACC ACC AUACC

w/o Bayesian  77.23 84.27 76.74 84.70

w/ Bayesian 73.26 83.84 72.45 82.12

Table 6: Various combinations of Lperc.

Eedge l:norm Lcom ACC AUACC

v 20.83 63.42
v 21.67 62.96

v 21.67 62.67

v v 22.50 62.46
v v 19.17 61.50
v v 20.83 62.01

v v v 19.17 59.72

Table 6. It can be seen that using all three objective terms yields
the best performance, demonstrating the effectiveness of each ob-
jective term.

Effect of various 7y. This part studies the effect of various Yy
shown in Eq.(9). To do so, we conduct an experiment to attack
PD-MeshNet in one-to-one transferable attacks on the SHREC11
dataset with various 7y in [500,3000,5000, 10000, 20000]. It can be
seen that our method is not sensitive to the value of . To strike a
good balance between ACC and AUACC, we set y = 3000 in our
main experiment.

Effect of the Number K of Components in GMM. This part
studies the effect of the region number K in GMM-based strategy.

Table 7: Effect of various .

Y ACC  AUACC
500 29.17 66.45
3000  26.67 65.21
5000  26.67 64.38

10000  28.33 64.73
20000  30.00 65.46

The experiment is conducted in one-to-one transferable attacks on
SHRECI1 dataset with various k in range of {I,...,10}. The tar-
get network is MeshCNN. Note that kK = 1 corresponds to treating
the whole mesh as a region. Moreover, we study an extreme case,
where K is set as the number of vertices in mesh. This setting treats
each vertex as a region. Fig. 5 shows the ACC histogram for vari-
ous k values. It can be observed that using GMM (K > 1) reduces
the ACC score, demonstrating the effectiveness of the Geometry-
aware GMM-based strategy. It also has a certain effect when K = N
compared to K = 1. However, this setting corresponds to adjusting
attack steps vertex-by-vertex. Since a single vertex cannot express
geometry details, it only performs slightly better than K = 1. Mean-
while, since this setting performs on each vertex, it can introduce
large computational overhead, limiting its practical use. In the main
experiments, we use K = 8, as it achieves the lowest ACC score.

7. Further Analysis

ACC Curves. Fig. 6 shows the ACC curves of one-to-one trans-
fer attack of different methods on SHREC11 dataset. It can be seen
that our method does not show superiority when the bound is small.
It is because our method is designed to maintain stealthiness, thus
it likely disperses the distortion into regions with high geometric
complexity. Nevertheless, given the small bound, the distortions in
these regions may not have an adequate effect. The performance of
our method becomes better with the bound increasing, demonstrat-
ing the good balance between attacking performance and stealthi-

© 2024 The Authors.
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Figure 6: ACC curves of one-to-one transfer attack on SHREC1 1 dataset.

ness. A similar trend is also observed in Fig. 7, which shows the
ACC curves of one-to-many transfer attacks of different methods.

More Examples of Attack Results. Fig 8 shows two meshes with
fine details using the original resolution. Fig. 9 shows more exam-
ples of attack results of our method. These examples are all from
the SHREC11 dataset with a simplified 500 faces. It can be seen
that these adversarial meshes have less noticeable distortions but
successfully disrupt the correct predictions.

Gray-box Attack. This part discusses a new setting, the Gray-box
attack, where the architecture of the surrogate network is the same
as the target network but the parameters are different. To investi-
gate this setting, we set the surrogate network as MeshWalker. On
the SHRECI11 dataset, the surrogate network is trained using the
output of MeshCNN while the target network is trained using the
ground truth. On the Manifold40 dataset, the surrogate network is
trained using the output of MeshNet while the target network is
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Figure 7: ACC curves of one-to-many transfer attack on SHRECII
dataset.

Figure 8: Meshes with fine details represented by triangles. More per-
turbations are added to complex regions (red) and less to smooth regions

(blue).

trained using the ground truth. The results are shown in Table 8. It
can be seen that our method still performs favorably under this set-
ting. Our method without Bayesian layers achieves the best perfor-
mance, which outperforms the second best method RandomWalker
by 7.5%,2.96% at ACC and AUACC on the SHREC11 dataset,
and by 2.22%,0.37% at ACC and AUACC on Manifold40 dataset.
Nevertheless, by using Bayesian, the performance slightly drops. It
aligns with our knowledge, as Bayesian increases the uncertainty,
thus reducing overfitting to the same architecture.

8. Discussions

Tentative Study on Different Type Classifiers. This part explores
the performance of our method on a different type of classifier,
SubdivNet [HLG*22]. In contrast to other mesh classifiers, Subdi-
vNet takes a mesh with subdivision sequence connectivity as input.
Therefore, we first attack the meshes and then map the adversarial
meshes into one with the loop subdivision sequence connectivity,
the input of SubdivNet. Table 9 shows the performance compari-
son of our method with BLP and RandomWalker on the SHREC11
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Figure 9: More examples of attack results.

Table 8: Gray-box attack: The surrogate network is MeshWalker. The sur-
rogate network is trained using MeshCNN on SHREC1 1 dataset and trained
using MeshNet on the Manifold40 dataset. The target network is Mesh-
Walker.

Method SHRECI1 Manifold40
cthods ACC AUACC ACC  AUACC
BLP [MCBR20] 96.67 9892 8532  86.73

Spectral-attack [RPC*21] 88.33 97.42 - -
RandomWalker [BYBT22]  30.83 67.79 64.40 77.74

3DVP [XHFB22] 42.50 78.88 72.74 81.21
Mesh-attack [ZCL*23] 45.83 73.96 - -

TPAM w/o Bayesian 23.33 64.83 62.18 71.37
TPAM w/ Bayesian 25.83 67.33 67.57 79.22

dataset. It can be seen that our method can still achieve the best
performance.

Feasibility on Open Meshes. Besides evaluating on closed meshes
in the main experiments, we also test our method on open meshes to

Kang et al. / TPAM: Transferable Perceptual-constrained Adversarial Meshes

Table 9: ACCY (%) | AUACCY (%) of one-to-many transfer attack on
SHRECI 1 dataset, The target network is SubdivNet. The surrogate network
is MeshWalker.

Methods SubdivNet
Original accuracy 100
BLP [MCBR20] 93.33198.37
RandomWalker [BYBT22] 64.17187.62

TPAM 62.50 1 86.74

| J J

| / /
\ u

Pliers Pliers Dogl

Figure 10: An example of attacks on an open mesh. From left to right
denotes original closed mesh, open mesh, and adversarial open mesh.

demonstrate its generalizability. To obtain the labeled open meshes,
we remove specific vertices and faces from the SHREC11 dataset
using MeshLab [CCC*08]. Our method can be applied to this sce-
nario with minor modifications to the perceptual-constrained objec-
tives. Since certain vertices and faces are removed, norm and con-
text constraints no longer apply, so we rely only on the edge con-
straint. Fig. 10 shows an example attacked by our method, showing
that it maintains high stealthiness while still misleading the classi-
fier.

Relation with Mesh Decimation. Mesh Decimation, also known
as mesh simplification, aims to reduce the complexity of a
3D mesh while balancing visual fidelity and computational effi-
ciency [PPZ22; XLW#*24]. This process involves reducing the num-
ber of polygons or vertices in the mesh, making the model less
resource-intensive to render or process while maintaining as much
of its original appearance and details as possible. Although mesh
decimation also needs to preserve shape, it significantly differs
from the perceptual-constrained metric in our method.

Since meshes before and after decimation typically have differ-
ent number of vertices, leading to changes in topology, non one-
to-one correspondence metrics are often utilized. These include
Chamfer distance [PPZ22; XLW*24; PBZ22] and Hausdorff dis-
tance [ XLW*24] for measuring the deviation of point sets as well
as normal consistency [XLW#24], triangle collision [PPZ22] and
Edge Crossings [PPZ22] for assessing the consistency of meshes.

In contrast, our method aims to add minimal distortion on the
position of vertices, ensuring that the topology of meshes remains
unchanged, with the same number of vertices and edges. There-
fore, the constraints used in our perceptual-constrained metric en-
sure a one-to-one correspondence, i.e., measuring the deviation of

© 2024 The Authors.
Proceedings published by Eurographics - The European Association for Computer Graphics.



Kang et al. / TPAM: Transferable Perceptual-constrained Adversarial Meshes

corresponding edges or norms before and after attack. Moreover, to
maintain the stealthiness of attack, we also introduce context con-
straint to restrict the vertex deviation within local context.

9. Conclusion

In this paper, we introduce a new method called Transferable
Perceptual-constrained Adversarial Meshes (TPAM) to investigate
two key aspects in adversarial attacks: stealthiness and transfer-
ability. Concretely, we introduce a Perceptual-constrained objective
term to properly measure the stealthiness of meshes, and then an
Adaptive Geometry-aware Attack Optimization strategy to adjust
attacking strength according to local geometric complexity. More-
over, we introduce a Bayesian Surrogate Network to improve its un-
certainty, leading to the enhancement of transferability. Lastly, we
describe a new metric called the Area Under Accuracy (AUACC) to
comprehensively evaluate attacking performance. Extensive exper-
iments on two datasets with various mesh classifiers demonstrate
the superiority of our method in both white-box and black-box at-
tacks.
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