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Abstract—Recent years have seen fast development in synthe-
sizing realistic human faces using Al-based forgery technique
called DeepFake, which can be weaponized to cause negative
personal and social impacts. In this work, we develop a defense
method, namely FacePosion, to prevent individuals from becom-
ing victims of DeepFake videos by sabotaging would-be training
data. This is achieved by disrupting face detection, a prerequisite
step to prepare victim faces for training DeepFake model. Once
the training faces are wrongly extracted, the DeepFake model can
not be well trained. Specifically, we propose a multi-scale feature-
level adversarial attack to disrupt the intermediate features
of face detectors using different scales. Extensive experiments
are conducted on seven various DeepFake models using six
face detection methods, empirically showing that disrupting face
detectors using our method can effectively obstruct DeepFakes.

Index Terms—DeepFake defense, video forensics, adversarial
perturbation, face detection

[. INTRODUCTION

Recent advances in deep learning and the availability of a
vast volume of online personal images and videos have dras-
tically improved the synthesis of highly realistic human faces
[1], [2]. DeepFake is one of the most prevalent face forgery
techniques that can swap the face with a synthesized face while
retaining the same attributes such as facial expression and
orientation, see Fig. 1. While there are interesting and creative
applications of DeepFakes, they can also be weaponized to
create illusions of a person’s presence and activities that do not
occur in reality, leading to serious political, social, financial,
and legal consequences [3].

Fig. 1. Examples of DeepFake, which involves replacing the original
faces with synthesized faces while keeping the same facial expres-
sions. These examples are from [4].

Foreseeing this threat, many forensic methods aiming to
detect DeepFake faces have been proposed recently [5]-[10].
However, given the speed and reach of the propagation of
online media, even the currently best forensic method will
largely operate in a postmortem fashion, applicable only after
the fake face images or videos emerge. In this work, we
aim to develop proactive approaches to protect individuals
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Fig. 2. Overview of FacePoison. Our method can disrupt face de-
tection, resulting in inappropriate training faces, which subsequently
obstructs DeepFake training.

from becoming the victims of such attacks. Our solution
is to add specially designed patterns known as adversarial
perturbations that are imperceptible to human eyes but can
result in face detection failures. The rationale of our method
is the following. High-quality DeepFake models need a large
number of, typically in the range of thousands, sometimes even
millions, standard training faces collected using automatic face
detection methods, i.e., the face sets. Our method can “pollute”
the face set to have low or no utility faces as training data for
DeepFake models (see Fig. 2).

Our study is focused on the adversarial attack to the deep
neural network (DNN) based face detectors e.g., [11], [12],
as they achieve superior performance in comparison to the
non-DNN-based methods and are more robust under variations
in pose, expression and occlusion. Specifically, we propose a
new multi-scale feature-level adversarial attack, which disrupts
detection results by disturbing multiple intermediate features.
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Attacking features instead of final detection results has the
following advantages: 1) it has better transferability as it is
not overfitted to a specific task [13], and 2) it can generate
adversarial images with an arbitrary size without interpolation,
thus it can be better used to attack other detectors [14].
Since the different levels of features represent different scales
of information, our method jointly disrupts multiple levels
of features, using a newly designed objective function. In
particular, this objective contains two terms: error loss and
key loss. The error loss encourages the error between attacked
features and original features, and the key loss disturbs the
key features that can largely impact the detection results. We
perform extensive experimental evaluations on seven various
DeepFake models using six face detection methods, demon-
strating our method’s effectiveness in disrupting the DNN-
based face detectors to obstruct DeepFakes. We would like to
highlight that our contribution is not just the development of
an adversarial attack to face detectors, but proposes a new
paradigm to obstruct DeepFakes by utilizing the vulnerability
of face detectors.

The danger of DeepFake faces suggests that the mere fact
that our faces can be automatically detected poses a threat
to our privacy. Therefore, the proposed adversarial pertur-
bation generation method can be implemented as a service
of photo/video sharing platforms before a user’s personal
images/videos are uploaded or as a standalone tool that the
user can use to process the images and videos before they
are uploaded online. It is also noteworthy that the proposed
method is not expected to substitute current forensics tools but
is complementary to the current forensic tools.

II. BACKGROUND AND RELATED WORKS

Face Detection using DNNs have become mainstream with
their high performance and robustness regarding variations in
pose, expression, and occlusion. There has been a plethora of
DNN-based face detectors e.g., [11], [12], [15]-[18]. Regard-
less of the idiosyncrasies of different detectors, they all follow
a similar workflow, which predicts the location and confidence
score of the potential candidate regions corresponding to faces
in an end-to-end fashion. The prohibitive cost of searching
optimal network structures and architectures makes the choice
of the backbone network limited to two well-tested DNN
models, namely, the VGG network [19] or the ResNet [20],
as reported on the leader board of WIDER challenge [21].

Adversarial Perturbations are intentionally designed noises
that are imperceptible to human observers, yet can seriously
reduce the deep neural network performance if added to the
input image. Many methods [22]-[24] have been proposed to
impair image classifiers by adding adversarial perturbations on
the entire image. Recently, there have been several works on
adversarial perturbation generation for general object detectors
[25]-[28]. But there are not many studies on the vulnerability
of face detectors. Bose ef al. [29] used a GAN model to attack
only one type of face detector, thus the feasibility is highly
limited.

Clean image

Incorrect face
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Back -propagate

Guidance
Fig. 3. Overview of our method on disrupting face detection. Our
method attacks multiple intermediate features using error loss and
key loss. The error loss enlarges the error between attacked features
and original features, while key loss amplifies the disturbance on key
elements indicated by the guidance map. See text for details.

III. METHOD
A. Overview

Our goal is to obstruct the training of DeepFakes by dis-
rupting the function of face detectors. Denote Dz = {Z;} ¥,
as the set of collected images containing faces for training.
Denote F as the face detector and x; = F(Z;) denotes the
detected face given image Z;. We assume only one face exists
in an image for simplicity. Denote D, = {z;}Y, as the set
of extracted faces using face detector . Note that D, is used
to train DeepFake model. By poisoning the face detection,
D, is contaminated with incorrect faces, thus impairing the
generation of DeepFake model.

B. FacePoison: Disrupting Face Detection

Problem Setting. Denote 6 as the parameters of the face
detector F. Let 7 be the clean image containing the victim’s
faces. Disrupting face detection is to find the adversarial image
724 that can fool F, while is visually similar to clean image
Z. Let L be the adversary objective function to disrupt the
face detector. This problem can be formulated as

argmin  L(Z°" T;0), s.t. |[Z°%

adv

Il <e, (D

where € is the bound of distortion. Minimizing this equation
can find an adversarial image to fool the face detector.

Multi-scale Feature-level Adversarial Attack. Our method
targets attacking the intermediate features instead of the
detection results. Intuition is that the features contain the
discriminative information that determines the results. Thus
the disruption of features can lead to a wrong face detection
subsequently. In our method, we attack multiple feature layers
of the backbone network. Denote H = {h;} X, as the feature
set obtained from K feature layers when given a clean image
Z. Our goal is to mislead face detector F by disturbing .
Specifically, we design a new objective function £ containing
two terms: error loss L. and key loss L}, respectively.
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Denote H' = {h}}X, as the corresponding set given the
adversarial image Z%9. The error loss £, aims to enlarge the
discrepancy between original and disturbed features, as

ZO‘Z'

where «; is the weight controlling the loss on the i-th layer.
We use cosine similarity to measure the error of two features.

Note that the elements in features have different impacts
on the results. Disturbing the elements with high impact can
more effectively disrupt the results. Thus the key loss Ly
emphasizes attacking the key elements of features. To decide
whether an element is a key, one straightforward way is to
create a guidance map by back-propagating the gradients from
the objective of training the face detectors with respect to the
feature that is going to be attacked. However, the objective of
training face detectors may vary due to different architectures,
which hinders their general use, as a prior of the type of face
detectors needs to know. To make a general form, we calculate
the error of the last feature layer of the network to substitute
the training objective, as M, = 0L, /0h], where L/ denotes
the corresponding error loss, M; is the guidance map for the
i-th feature, and a larger value means a higher impact of an
element. The key loss £ can be defined as

K
i=1

The overall objective is £ = A\ L. + A2 Ly, where Aj, Ao are
the weights for two losses. We optimize this objective using
iterative steps as in MIM [24].

hi-h"

([l |- RG]

L.(T°% T:0) =
( Tl

2

L (I, 1;0) = 3)

IV. EXPERIMENTS
A. Experimental Settings

Datasets. To demonstrate the efficacy of disrupting face de-
tection, we use WIDER [21] and UMDFaces datasets [30].
To validate the DeepFake defense ability, we use Celeb-DF
dataset [4], which is a large-scale recent dataset containing
more than 5500 DeepFake videos, covering 59 celebrities.

Face Detectors. We consider six state-of-the-art DNN-based
face detectors in experiments, which are MTCNN [15], Face-
Boxes [16], TinyFace [17], PyramidBox [12], S3FD [11]
and DSFD [18] respectively. MTCNN is the combination of
three self-designed networks called PNet, RNet and ONet.
FaceBoxes is built upon InceptionNet [31]. TinayFace is
constructed on ResNet101. PyramidBox, S3FD and DSFD
utilize VGG16 as their basenetwork. All of these face detectors
are trained under their default settings.

DeepFake Models. To fully demonstrate the effectiveness
of our method, we study seven DeepFake models, namely
Origin, DFaker, IAE, LightWeight, DFLH, CDFv1 and CDFv2
respectively. The first five models are from the repository of
open-source tool FaceSwap [32] and the last two models
are from [4]. These DeepFake models are various in input
resolution and architecture [33], see Table I.
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TABLE I
DEEPFAKE MODELS USED IN OUR EXPERIMENTS.
DF model Input  Output Encoder Decoder Variation
Origin 64 64 4Conv+1Ups  3Ups+1Conv -
IAE 64 64 4Conv 4Ups+1Cony Shared
¢ psrie En&Decoder
LightWeight 64 64 3Conv+1Ups  3Ups+1Conv Encoder
DFaker 64 128 4Conv+lUps “UPST3Resi- o py e
dual+1Conv
DFLH 128 128 4Conv+1Ups  3Ups+1Conv Resolution
. Resolution;
CDFvl 128 128 5Conv+1Ups ~ 4Ups+1Conv En&Decoder
Resolution;
CDFv2 256 256 5Conv+1Ups  5Ups+1Conv En&Decoder
TABLE II
F1-SCORE (%) OF DIFFERENT METHODS ON WIDER DATASET.
Methods | MTCNN  FaceBoxes TinyFace PyramidBox S3FD  DSFD
None 86.8 79.5 81.6 98.7 94.6 96.3
Random 859 78.8 81.7 98.5 94.4 96.5
NNCO 80.2 77.2 80.4 95.6 90.1 92.1
SSOD 9.1 8.0 10.7 6.2 12.5 10.6
BIM 7.7 83 6.3 7.1 20.4 8.0
DIM 233 26.8 222 14.2 40.2 16.7
MIM 6.8 7.8 6.4 6.6 19.3 9.7
Ours 2.1 1.4 3.1 0.0 0.4 0.4

Implementation Details. The experiments are conducted on
Ubuntu 18.04 with one Nvidia 2080ti GPU. The number of
feature layers is set to K = 3. For VGG16 based face
detectors, we attack 15-th, 22-nd and 28-th feature layers.
For ResNet based face detectors, we attack the features out
from first three residual blocks. It is similar to InceptionNet
based face detector. For MTCNN, we select one layer from
each sub-network. The parameter settings are as follows:
a; =0.2,a = 0.3, a3 = 0.5, \; = 1, Ay = 1. The maximum
iteration number is 10 and the bound of distortion is set to
e = 8. Note that the bound of distortion in attacking general
image classification is usually set to 16, see [24], [34], [35].
But in our case, we restrict the bound to 8 for the imperceptible
attack, as we are more sensitive to face images.

B. Disrupting Face Detection

We evaluate the performance of our method in comparison
to the following methods. Random is a simple baseline that
adds random Gaussian noise to images. NNCO [29] uses a
GAN model with a generator of adversarial perturbations tar-
geting face detectors. We use its default setting for comparison.
SSOD is adapted from the method for attacking general object
detectors [26]. Since our method attacks the intermediate
features of base networks, we also adapt the methods of
attacking classifiers for comparison, denoted as BIM [34], DIM
[35] and MIM [24].

We use Fl-score to evaluate the attacking performance of
our method, which is calculated as 2- %, which con-
siders both the precision and recall, which is more comprehen-
sive than Average Precision (AP) metric (See supplementary
for more details). The less score of these metrics means the
faces are not well detected.

Table II and Table III show the Fl-score (%) of different
methods attacking face detectors on WIDER and UMDFaces
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TABLE IIT
F1-SCORE (%) OF DIFFERENT METHODS ON UMDFACES

DATASET.
Methods | MTCNN  FaceBoxes  TinyFace  PyramidBox  S3FD  DSFD
None 84.4 78.2 62.9 95.0 94.6 90.3
Random 83.2 78.0 60.4 94.5 93.2 88.3
NNCO 78.4 77.6 55.9 88.4 872 822
SSOD 8.8 7.4 53 7.1 15.6 11.3
BIM 52 7.3 4.5 6.2 18.5 7.6
DIM 19.9 244 20.2 17.3 33.6 14.4
MIM 6.9 9.2 59 5.3 16.2 79
Ours 2.6 1.8 1.1 0.1 0.3 0.6
TABLE IV
ABLATION STUDY OF OUR METHOD.
MTCNN  FaceBoxes  TinyFace  PyramidBox S3FD  DSFD
Le 3.1 2.5 4.1 22 1.2 1.0
Ly, 2.9 3.2 6.2 1.8 2.2 1.9
L1 4.1 5.5 7.1 10.2 72 6.0
L2 33 4.1 45 5.8 32 2.4
L3 3.0 2.4 3.9 0.8 1.0 12
Ours 2.1 1.4 3.1 0.0 0.4 0.4

datasets. None denotes no noises are added to images. By
adding random noises, the performance of these methods
merely drops, which indicates their robustness against random
noises. It can be seen that NNCO is highly degraded on
these face detectors. SSOD directly attacks the task-specific
loss function, it can notably reduce the F1-score. The adapted
methods of BIM, DIM and MIM can also disrupt face detec-
tion by only disturbing the intermediate features. Compared
to these methods, our method performs best, which reduces
the Fl-score to ~ 1% on average, significantly disrupting face
detection.

Ablation Study. We also study the effect of each loss term and
multiple layers attack on WIDER dataset in Table IV. The top
two rows are the performance of using error loss L. and key
loss L}, respectively. It can be seen that these two terms can
disrupt face detectors effectively, but still can not outperform
the combination of these terms. The third to fifth row shows
the performance of only attacking one of the layers (L1, L2,
L3), which reveals that our method can outperform them by

~ 1%.

Transferability. Moreover, we investigate the transferability
of our method, i.e., attacking one face detector (target) using
adversarial perturbations from another face detector (source),
see Table V. “S” and “T” denote source and target face
detectors respectively. The results in Table V indicate our
method has transferability in most cases, e.g., using Pyramid-
Box to attack MTCNN can reduce its performance from 86.8%
to 37.0%, to attack TinyFace can reduce the performance
from 81.6% to 37.0%. It can be seen more clearly among
PyramidBox, S3FD and DSFD, which can greatly disrupt the
detection to less than 20%. However, FaceBoxes is difficult to
attack using other face detectors, which is likely due to the
large architectural discrepancy between FaceBoxes and other
detectors.

Robustness. Since the social platform usually processes the
uploaded images, we study the robustness of our method in

TABLE V
TRANSFERABILITY OF OUR METHOD ON DISRUPTING FACE
DETECTION. “S” AND “T” DENOTE SOURCE AND TARGET FACE
DETECTORS RESPECTIVELY.

S|, T— MTCNN  FaceBoxes  TinyFace  PyramidBox S3FD  DSFD
MTCNN 2.1 78.3 77.8 98.3 98.7 96.2
FaceBoxes 85.9 1.4 76.3 98.5 98.3 96.0
TinyFace 843 79.9 3.1 98.2 98.8 95.3
PyramidBox 37.0 74.3 31.8 0.0 4.6 12.9
S3FD 76.0 74.4 79.6 28.0 0.4 12.7
DSFD 48.0 75.1 50.1 8.6 11.1 0.4
100 100
—8— MTCNN —8— MTCNN
80 = T 80 = Toree
o —&— PyramidBox o —&— PyramidBox
c 60 S3FD o 60 S3FD
3 —a— DSFD 3 —a— DSFD
— 40 ~ 40
[ w
20 20
0 0 50 100 0 0.8 0.9 1.0

Image quality Resize scale

Fig. 4. Performance of different face detectors under different image
quality (left) and resize scale (right).

this part, including the resistance to image compression and
adversarial defense. 1) Image compression: we control the
quality of images using OpenCV ranging in [20, 100]. The
larger factor means higher image quality. Fig. 4 (left) shows
the results of our method confronting different image compres-
sion. We can see that the Fl-score of these face detectors are
still around 20% at quality 50, which means our method can
resist a certain image compression. 2) Adversarial Defense:
Image transformation-based defense is a typical solution to
remove adversarial perturbations. Thus we adapt method [36]
to our task, which utilizes random resizing and padding on
input images to resist adversarial attack. In this part, we set
resizing ratio in [0.75, 1]. Fig. 4 (right) shows the results of
our method against the adversarial defense. It can be seen that
the F1-score only slightly drops when the reducing of resizing
ratio, which demonstrates our method is robust to such defense
to some extent.

C. Obstructing DeepFake

Since PyramidBox, S3FD and DSFD face detectors perform
best, we use them as examples to demonstrate the efficacy of
our method in obstructing DeepFake. Specifically, we select
three identities (idO, id1, id2) and train DeepFake models
using these pairs of identities (three pairs in total). Since we
employ seven types of DeepFake models and each model is
trained using three pairs of identities, we obtain 21 DeepFake
models. For obstructing DeepFake, we apply our method to
pollute the training faces of one identity and keep the other
one untouched. Then we train another 21 DeepFake mod-
els. In DeepFake synthesis (inference), we feed correct face
images into obstructed DeepFake models to see whether the
synthesized faces are significantly disrupted. To evaluate the
synthesis quality, we utilize SSIM, where less score denotes
the synthesized faces are worse, indicating our method is more
effective to obstruct DeepFake. Table VI shows the SSIM
score of synthesized faces after using our method. Random
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Fig. 5. Visual examples of DeepFake faces. The second column shows
DeepFake faces without our method. The other right columns show
DeepFake faces with our method. “S:A” and “T:B” denote the faces
are extracted using B, which is attacked by adversarial perturbations
from A.
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Fig. 6. Effect of different poison ratios of training faces.

denotes sending faces with random noise in the same strength
of the distortion. We can observe that the random noise can
hardly affect the synthesis quality, but our method can greatly
reduce the SSIM score (at least 10%), despite the source and
target face detectors are not the same. The results demonstrate
our method can effectively obstruct the training of DeepFake
models. Fig.5 shows visual examples of DeepFake faces with
our method. It can be seen our method can effectively damage
the visual quality of DeepFake faces.

Effect of Poison Ratio. This part investigates the effect of the
poison ratio of training faces, i.e., the relationship between the
synthesis quality and the ratio of incorrect faces in training.
Specifically, we change the poison ratio in a range of [0, 1],
where 0 denotes our method is not applied and 1 denotes our
method is applied to all training faces. Fig. 6 illustrates the

TABLE VI
SSIM SCORE (%) OF SYNTHESIZED FACES USING OUR METHOD.

DF model S|, T— PyramidBox S3FD  DSFD
Random 90.2
Origin PyramidBox 719 70.5 713
S3FD 71.6 62.5 64.5
DSFD 72.0 73.9 73.2
Random 92.1
IAE PyramidBox 77.8 71.3 78.9
S3FD 82.0 72.0 71.2
DSFD 77.0 81.0 79.4
Random 90.2
. . PyramidBox 78.4 778 81.8
LightWeight | *“q3ppy 78.9 712 733
DSFD 717.0 79.2 82.5
Random 91.7
. PyramidBox 68.9 68.4 70.3
DFaker S3FD 69.1 607 624
DSFD 68.9 70.1 72.1
Random 92.3
PyramidBox 81.6 80.9 833
DFLH S3ED 80.7 764 763
DSFD 81.6 824 83.5
Random 92.4
PyramidBox 70.3 69.6 732
CDFv S3FD 9.9 630 614
DSFD 71.1 72.4 74.5
Random 93.0
PyramidBox 78.5 774 80.6
CDEv2 S3ED 773 733 716
DSFD 78.5 79.3 80.5

curve of the SSIM score with different poison ratios. It can be
seen that the training faces do not need to be fully disrupted
by our method, in order to reduce the synthesis quality, e.g.,
the SSIM score is still under 90% at poison ratio 0.8.

D. Discussion

On one hand, we expect this technology to spawn counter-
measures from the forgery makers. In particular, operations
that can destroy or reduce the adversarial perturbation are
expected to be developed. It is thus our continuing effort
to improve the robustness of the adversarial perturbation
generation method. Also, we would like to explore a more
generic black-box attack that can be significantly transferred
among different types of face detectors. On the other hand, the
forensics strategies are impossibly perfect, but they can still
raise the bar of creating forgeries.

V. CONCLUSION

DeepFake is becoming a problem encroaching on our trust
in online media. As DeepFake requires automatic face de-
tection as an indispensable pre-processing step in preparing
training data, an effective protection scheme can be obtained
by disrupting the face detection methods. In this work, we
develop a proactive protection method (FacePoison) to deter
bulk reuse of automatically detected faces for the production
of DeepFake faces. Our method exploits the sensitivity of
DNN-based face detectors and uses adversarial perturbation
to contaminate the face sets. This is achieved by a new multi-
scale feature-level adversarial attack to disrupt face detectors.
The experiments are conducted on seven different DeepFake
models with six different face detectors, and empirically show
the effectiveness of our method in obstructing DeepFakes.
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