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Abstract—We describe a simple and effective method called
ForensicsForest to detect GAN-generate faces. Instead of using
the commonly used CNN models, we describe a novel multi-scale
hierarchical cascade forest, which takes semantic and frequency
features as input, and hierarchically cascades different levels of
features for authenticity prediction. We then propose a multi-
scale ensemble, which comprehensively considers different levels
of information to improve the performance further. Our method
is validated on state-of-the-art GAN-generated face datasets
in comparison with several CNN models, which demonstrates
the surprising effectiveness of our method in detecting GAN-
generated faces.

Index Terms—Digital forensics, GAN-generated faces detec-
tion, Random forest

I. INTRODUCTION

Face forgery has significantly advanced in quality and
efficiency, thanks to the advent of deep generative models
(e.g., GAN [1]-[3], VAE [4]). As shown in Fig. 1, the GAN-
generated faces exhibit a high level of realism, which can
hardly be distinguished by human eyes. Since human faces are
important biometrics, the abuse of GANs can raise a severe
security concern for society, e.g., forging a fake identity on
social platforms, deceiving users for fraud, etc [5]. As such,
detecting the GAN-generated faces is of great importance.

The current GAN-generated faces detection methods [6]-
[9] are mainly based on convolutional neural network (CNN)
models for their powerful learning abilities demonstrated
in various vision tasks. With the availability of large-scale
datasets of face forgeries [10], [11], it is possible to design
new complex forms of CNN architectures with more param-
eters, without the risk of overfitting. However, despite these
CNN-based methods having shown promising performance,
they have two significant limitations that may obstruct their
application in daily practice: 1) High demand for computing
resources. Since the CNN models usually contain plenty of
weight parameters, training them requires careful fine-tuning
and expensive computing resources, e.g., GPUs; 2) Security
concerns. It has been proven that CNN-based methods are vul-
nerable to adversarial attacks, which can mislead the prediction
by only adding imperceptible noises to input faces [12], [13].
It works because a large number of weight parameters makes
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Fig. 1. Examples of real and GAN-generated faces (selected from
StyleGAN2 [3]).

the classification boundary more complicated, increasing the
possibility of pushing a sample crossing the boundary with
less effort. Moreover, due to the differentiability of CNNs,
the attacks can be easily achieved by optimizing an objective
function. Hence, resolving the above problems can make
detection methods more applicable.

In this paper, we describe a simple and effective method
called ForensicsForest to expose GAN-generated faces (see
Fig. 2). We adopt the forest model as the base in replace of
CNN models to overcome the aforementioned limitations, as
the forest is decision-based, which contains few weight pa-
rameters, and is not differentiable, thus naturally resisting the
adversarial attacks. Specifically, we propose a new architecture
called Multi-scale Hierarchical Cascade Forest, which contains
three main components: Input Feature Extraction, Hierarchical
Cascade Forest, and Multi-scale Ensemble, respectively (see
Fig. 3). The input feature extraction is a preprocessing step
to extract informative features with fixed dimensions instead
of using the whole image as input, enabling our detector to
be independent of image size. Concretely, we first split the
input image into multiple patches and then extract two types
of features for each patch, which are the color histogram as se-
mantic features and the power spectrum as frequency features.
These features are concatenated and sent into a hierarchical
cascade forest, which is composed of several cascade forest
layers, where the features of each patch are hierarchically
integrated into consecutive layers. Using this structure can
iteratively process each patch, which can augment the features

1945-788X/23/$31.00 ©2023 IEEE 2309
DOI 10.1109/ICME55011.2023.00394
Authorized licensed use limited to: Ocean University of China. Downloaded on November 26,2025 at 09:13:42 UTC from IEEE Xplore. Restrictions apply.



ForensicsForest

Input features

EVGGI6 = ResNet50 InceptionV3 ForensicsForest

99.7 99.8 gg 4100.0 99.4
7998954 065 987

II II 6A 866846

StyleGAN StyleGAN2 StyleGAN3

Avg

Real?
Fake?

Average AUC (%)

Fig. 2. Diagram of the proposed ForensicsForest for detecting GAN-generated faces. Our method can achieve competitive and even better

performance compared to CNN-based detection methods.

of each patch by considering the knowledge of the previous
patch while reducing the computation overload. Moreover,
we propose a multi-scale ensemble, which considers different
scales of features by adjusting the size of patches to fully
learn the discriminative features, and ensembles these results
for final prediction. Extensive experiments are conducted
on the state-of-the-art GAN-generated faces (e.g., StyleGAN
[14], StyleGAN?2 [3] and StyleGAN3 [15]), showing that our
method is surprisingly effective to expose GAN-generated
faces in comparison to CNN-based methods.

The contribution of this paper is summarized in two-fold:

1) Different from recent CNN-based methods, we describe
a new forest-based method, a multi-scale hierarchical
cascade forest, for detecting GAN-generated faces.

2) To the best of our knowledge, we are the first to
investigate the feasibility of the forest model to expose
GAN-generated faces, which can provide fresh insights
for the following research.

II. BACKGROUND AND RELATED WORKS

GAN-generated Faces Detection. The early stage methods
detect GAN-generated faces using statistic signals [16], [17],
which becomes less effective with the improvement of GANs.
The recent GAN-generated face detectors are mainly based
on CNN models due to their good performance on vision
tasks. The methods of [6], [7], [18] learn the detectable
clues by directly training CNN models with vanilla or self-
designed architectures in a supervised way. There are also
many methods relying on empirically selected clues, ranging
from physiological signals (e.g., corneal specular highlights
[9]), artifact signals (e.g., upsampling artifacts [19], [20]),
frequency signals (e.g., [21], [22]). These clues are then sent
into CNNs for final prediction. In this paper, we describe
a new forest-based method called ForensicsForst to expose
GAN-generated faces.

Deep Forest. Forest is the classical decision model for clas-
sification. Due to the nature of decision models, they are
not differentiable. In contrast, DNN models are differentiable
networks with deeper architectures, i.e., multiple layers of
differentiable parameterized modules. Inspired by the success
of DNN models, Deep Forest [23] is proposed in a non-DNN
style deep model with multiple layers. However, it usually
focuses on the general classification in small scales (e.g.,
CIFAR10 [24], MINIST [25]), which can hardly be applied
to the GAN-generated faces detection. The difference between
our method and Deep Forest is elaborated in Sec. III-C.
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Fig. 3. Overview of the proposed multi-scale hierarchical cascade
forest.
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III. METHOD
A. ForensicsForest Structure

Our method contains three components, which are Input
Feature Vectors, Hierarchical Cascade Forest and Multi-scale
Ensemble, respectively. We introduce each component in a
sequel.

Input Feature Extraction. Instead of using the whole image
as input, we use the features extracted from the image as
input. Note that the extracted features are in fixed dimensions,
regardless of the input image size. Thus our method is feasible
to handle the input images of arbitrary size. Specifically, we
extract two types of features: semantic and frequency features.

For semantic features, we employ simple color histograms.
Concretely, we first make a color histogram for each channel
and sum them together as the semantic features (1 x 256).
Moreover, we extract frequency features as complementary to
semantic features. Specifically, we first convert the input image
into a frequency map using Fast Fourier Transform (FFT), and
then transform the frequency map into a power spectrum using
the azimuthal average as the frequency feature (1 x 88). Fig. 4
shows the overview of input feature extraction.

In a general formulation, we can extract these features from
N(N > 1) patches of input images, where N = 1 indicates
the features are extracted from the whole image.

Hierarchical Cascade Forest. Given the extracted input
feature vectors, we develop a hierarchical cascade forest to
determine the authenticity. As shown in Fig. 5, this forest con-
tains multiple hierarchical cascade blocks, where each block is
composed by NV cascade forest layers. Each layer contains two
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Fig. 4. Illustration of input feature extraction.

random forests and two completely random forests [26]. The
random forest is composed by CART decision trees which are
created using Gini index to select the best feature attributes for
a partition. By contrast, the completely random forest consists
of completely random trees created by randomly selecting
feature attributes. In our task, we have two classes to predict,
i.e., real or fake. Thus each forest generates a two-dimension
probability vector. The concatenation of these vectors inside a
layer is the augmented feature. Specifically, for each random
forest, we use 100 random trees, and the same setting for
each completely random forest, which contains 100 completely
random trees. The workflow is as follows: the output of i-th
layer is the augmented features, which is then concatenated
with the feature vector of (¢ 4+ 1)-th patch as the input of
(i + 1)-th layer. For the first block, the input of 1-st layer is
the input features of 1-st patch. For other blocks, the input of
1-st layer is the augmented features from the last block.

Multi-scale Ensemble. The output of the hierarchical cascade
forest can be used for the final prediction. However, only re-
lying on one hierarchical cascade forest overlooks the forgery
information in other scales. Hence, we propose a multi-
scale ensemble, which incorporates the forgery information of
multiple scales as the final feature for prediction. As shown
in Fig. 3, we construct several hierarchical cascade forests
and each forest corresponds to one patch number (e.g., N =
1,4,9). Specifically, we use the forest for the whole image
(N = 1) as the base forest. The augmented features from
this forest are concatenated with the ones from other forests
(N > 1) as the final augmented features. By considering
multiple scales, the detection performance is further improved.

B. Training and Inference

Training. Different from CNN models, our method is a
decision model constructed on decision trees. Thus the training
process is to create the forest structure using training images.
Note that our method contains two types of forests, random
forest and completely random forest. Denote the training set as
D, and (z,y) € D as a training sample. Note that y € {0, 1},
where 0 denotes real and 1 denotes fake. The Gini index of
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D is defined as

Gini(D) = 2p(1 — p), 1)

where p is the probability of samples being labeled 1. Let A;
be an attribute from feature .4 that has possible values in set
V. Assume a € V is one of the possible values. The Gini
index of A; = a can be defined as

Gini(D, A; = a) = 2 Gini(D;) + 22 Gini(D,),

D = {(.73,1/) S ’D|Az($) = a},Dg =D — Dl,

(@)
The creation of decision trees is to find the best partition
recursively, as

argmin Gini(D, A4; = a).
a€V, A, €A

3

These forests randomly select V/d candidate feature attributes,
where d is the number of feature attributes. To mitigate the
risk of overfitting, each forest is created using k-fold cross-
validation, that is first to randomly divides D into k sets
without overlap, and then use k — 1 sets for training and rest
set for validation. This process is repeated k times until each
set has been used for validation. More details of training can
be found in Supplementary.

Inference. Once the forest is constructed, we can send testing
face images to it and average the output of each forest of the
last layer to obtain the final prediction.

C. Comparing with Classic Deep Forest

Input Feature Extraction. The classic Deep Forest is de-
signed for low-dimensional images, e.g., MINIST (28 x 28),
CIFAR (64 x 64) dataset, which can not handle the high-
dimensional images such as GAN-generated face images,
e.g., StyleGAN (1024 x 1024), due to the significant high
resource consumption. Thus, we convert the GAN-generated
face images into low-dimensional features as the input. The
advantages are that the resource consumption is independent
of the dimension of images, and redundant content can be
discarded.

Hierarchical Cascade Forest. The classic Deep Forest uni-
formly cascades the input features with the augmented features
out from each layer. Thus the computation cost is positively
correlated with the size of features. In contrast, we propose a
hierarchical cascade, which first splits the input features into
different pieces (e.g., 4 pieces in Fig. 5), and alternatively
cascades different pieces with the augmented features out from
each layer. In this way, the computation cost is greatly reduced,
and more importantly, the augmented features of one layer can
absorb the knowledge of the previous piece of feature, which
can learn local associations between pieces while obtaining
the global feature ultimately.

Multi-scale Ensemble. The classic Deep Forest does not
consider the multi-scale process. However, since the GAN-
generated face images are usually in high dimensions contain-
ing more complex content, only using one scale is ineffective.
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Fig. 5. Overview of the hierarchical cascade forest. The input features are hierarchically sent into the corresponding layer in a hierarchical

cascade block. See text for details.

Thus we propose a multi-scale ensemble, which considers dif-
ferent scales of information, by fusing the augmented features
from different scales together for the final prediction.

IV. EXPERIMENTS
A. Experimental Settings
Datasets. Our method is validated on three types of GAN-
generate face images, which are StyleGAN [14], StyleGAN2
[3] and StyleGAN3 [15] respectively. The face quality is
improved along with the version of StyleGAN increasing.
The real face images are collected from the Flickr-Faces-
HQ (FFHQ) dataset [14]. For StyleGAN dataset, we use all
images of FFHQ as real set (70,000 images) and all images of
StyleGAN faces as fake set (100, 000 images). For StyleGAN2
dataset, we randomly select 5,000 images from FFHQ and
StyleGAN2 faces respectively. StyleGAN3 only provides 867
images. Thus we randomly select the same amount of real
images from FFHQ to construct StyleGAN3 dataset. The ratio
of training and testing set is 8 : 2 for all datasets and all images
have the same resolution of 1024 x 1024.
Compared CNN models. To demonstrate the efficacy of
our method, we compare our method with several main-
stream CNN models, which are VGG16 [27], ResNetl8 [28],
ResNet50, InceptionNet [29], MobileNet [30], ResNeXt [31],
EfficientNet [32], MNASNet [33] and RegNet [34] respec-
tively.
Implementation Details. The proposed ForensicsForest is
trained and tested only using an Intel Core-i5 12400F CPU
and no data augmentation is used. The number of forests in a
layer is set to 4 and the number of trees in a forest is set to 100.
We use four scales as N = 1,2, 3,4, where N = 2,3 denotes
to vertically split the input image into 2 and 3 patches. For
the compared CNN models, we use their pretrained weights
on ImageNet and fine-tune them on each StyleGAN dataset.
The learning rate is set to 0.01. The maximum training epoch
for each CNN model is set to 20. All CNN models are trained
using a single Nvidia 2080ti GPU.

B. Results

Compared to CNN models. The performance of our method
in comparison to CNN models is shown in Table I. The

TABLE I
PERFORMANCE (%) OF DIFFERENT METHODS ON THREE
DATASETS.

Method StyleGAN | StyleGAN2 | StyleGAN3
ACC AUC | ACC AUC | ACC AUC
VGGI6 937 997 | 989 100.0 | 723 864
ResNeti8 | 958 999 | 86.1 961 | 702 853
ResNet30 | 972 998 | 90.I 965 | 815 89.8
InceptionNet | 864 984 | 878 987 | 775 866
MobileNet | 945 993 | 946 988 | 717 816
ResNeXt | 963 9990 | 86.1 948 | 740 822
MNASNet | 854 961 | 8I.1 970 | 647 7LI
EfficientNet | 863 966 | 92.1 977 | 741 893
RegNet 882 998 | 934 997 | 746 857
Ours 999 1000 | 966 994 | 754 846

evaluation metrics are Accuracy (ACC) and Area Under Curve
(AUC) following previous works [7], [9]. We can see for
all of these datasets, our method achieves competitive and
even better performance than CNN models. In particular, our
method outperforms all CNN models by at least 1% in ACC
on StyleGAN dataset. For example, our method surpasses
ResNet50 by 2.7% in ACC, and outperforms MNASNet by
a large margin, 14.5%, in ACC. It is probably because these
CNNs still may not fully converge on this large dataset given
a predefined epoch, due to their plenty of parameters. In con-
trast, our method quickly converges, thus effectively exposing
the GAN-generate faces. Our method also performs very well
on StyleGAN2 dataset, which achieves 96.6% in ACC and
99.4% in AUC. StyleGAN3 dataset is more challenging as
the synthesis quality is the best and the training set is small.
Thus all methods perform compromised compared to other
datasets. But it can be seen our method can still achieve
competitive performance on this dataset, which demonstrates
the effectiveness of our method on detecting GAN-generated
face images.

Table II records the time (seconds) of training corresponding
methods. It can be seen that despite CNN models are trained
on GPU while our method is trained on CPU, our method has
significantly lower time consumption than CNN models.

Compared to GAN-generated Face Detection Methods.
We also compare our method with two recent CNN-based
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TABLE 1T
TRAINING TIME (SECONDS) OF DIFFERENT METHODS.

Method StyleGAN | StyleGAN2 | StyleGAN3
VGG16 95790.2s 3486.8s 329.5s
ResNet50 87870.4s 2640.2s 212.6s
Inception | 108485.3s 3540.0s 350.6s
Ours 14938.7s 458.5s 45.8s

GAN-generated face detection methods, CNNDetection [6]
and GramNet [7]. The results shown in Table III represent
our method can achieve favorable performance on par with
others. For StyleGANS3, our method can outperform GramNet
but does not match CNNDetection. It is partially because
CNNDetection is constructed on careful augmentation, which
can learn more discriminative information than ours.

TABLE III

PERFORMANCE OF OUR METHOD IN COMPARISON TO OTHER

METHODS ON THREE DATASETS.
Method StyleGAN | StyleGAN2 | StyleGAN3
ACC AUC | ACC AUC | ACC AUC
CNNDetection | 950 992 | 97.3 99.7 | 76.8 95.0
GramNet | 980 999 | 732 956 | 532 754
Ours 99.9 100.0 | 96.6 994 | 754 84.6

Cross-dataset evaluation. To rule out bias in dataset, we
train and test the methods on diffierent datasets. Table IV
shows that our method trained StyleGAN3 can also effectively
detect StyleGAN and StyleGAN2, which demonstrates that
the discriminative features instead of artifacts are learned from
StyleGAN3 dataset. We attribute it to the proposed hierarchical
and multi-scale learning scheme.

TABLE IV
PERFORMANCE OF OUR METHOD IN COMPARISON TO OTHER
METHODS WHICH ARE TRAINED ON STYLEGAN3.

StyleGAN3 | StyleGAN3 | StyleGAN3
Method | StyleGAN | StyleGANZ | StyleGAN3
ACC AUC [ ACC AUC [ ACC AUC

VGG16 | 71.6 783 | 822 904 | 723 86.4
ResNet50 | 55.7 595 | 644 83.0 | 81.5 89.8
Inception | 57.5 59.7 | 61.8 639 | 775 86.6

Ours 852 959 | 931 974 | 754 84.6

C. Ablation Study

Effect of Semantic and Frequency Features. Table V shows
the effect of each input feature. The first and second rows
denote using a color histogram (denoted as Hist) and power
spectrum (denoted as Spec) respectively, and the third row
combines these two features as in our method. It can be seen
both of the features have the effect, and their combination has
the best performance on all datasets.

TABLE V
EFFECT OF DIFFERENT INPUT FEATURES OF OUR METHOD.
Input StyleGAN StyleGAN2 StyleGAN3
Feature ACC AUC | ACC AUC | ACC AUC
Hist 985 999 | 959 992 | 746 825
Spec 99.9 100.0 | 90.9 96.4 | 66.5 74.8
Hist+Spec | 99.9 100.0 | 96.6 994 | 754 84.6

Effect of Multi-scale Ensemble. We compare our method
(denoted as w/ ME) with a variant, which only uses one scale
of input images for prediction (denoted as w/o ME). Table
VI shows the performance of each case on StyleGAN dataset.

For (w/o ME), N = 1 denotes using the whole image as input
and N = 4 denotes using four image patches as input. For
(w/ ME), N =1 denotes integrating the augmented features
of N = 4 patches into the augmented features of the whole
image for prediction, and the setting is the same for N = 4.
We can observe that using either the whole image or the four
patches of the image can not reach the best performance, as it
overlooks either the local or the global information. By using
multi-scale ensemble, the performance is further improved by
1% in ACC, as it considers both global and local information,
which demonstrates its effectiveness in our method.

TABLE VI
EFFECT OF MULTI-SCALE ENSEMBLE OF OUR METHOD.
N=1 N=4

ACC AUC|ACC AUC
w/o ME | 98.8 99.9 | 942 98.6
w/ ME | 99.8 99.9 | 99.8 99.9

Various Ensemble Schemes. This part studies the effect
of various ensemble strategies. Specifically, we design three
ensemble schemes as E1, E2 and E3, where El is to cascade
the augmented features from each scale in order; E2 is to
cascade all augmented features from previous scales into the
next scale; E3 is the ensemble scheme used in our method,
which integrates the augmented features from other scales into
the first scale. As shown in Table VII, E3 performs better than
the other two schemes. Two observations are found in this
study. The first one is cascading the augmented features from
local patches into the global patch (whole image) performs
better than cascading from global to local, and the second one
is the simple ensemble scheme is seemingly more effective
than the complex one, e.g., E1 outperforms E2 on StyleGAN3
dataset by a large margin.

TABLE VII
EFFECT OF DIFFERENT MULTI-SCALE ENSEMBLE SCHEMES.
Ensemble | SIEGAN | StyleGAN2 | StyleGAN3
ACC AUC | ACC AUC | ACC AUC
El 998 999 | 923 982 | 702 823
E2 999 999 | 945 987 | 67.9 768
E3 999 1000 | 96.6 994 | 754 84.6

Various Predictors. The output of the hierarchical cascade
forest can be sent into another predictor for further refinement.
Specifically, we study four types of predictors, which are
None, Forest, LightGBM, and XGBoost respectively. None
denotes directly averaging the output as the prediction. Forest
denotes using another random forest for the final prediction.
LightGBM and XGBoost are also constructed on the forest
but have different ways to grow trees. Table VIII shows
that LightGBM and XGBoost can improve performance. In
particular, XGBoost performs the best on the more challenging
StyleGAN3 dataset. Thus we utilize XGBoost as the predictor
in our method.

Robustness. This part studies the robustness of our method
against JPEG compression and brightness change. Specifically,
we use OpenCV to change the compression level of input
images, ranging from 20 to 100. The larger value denotes
less compression. 100 means no compression is applied. For
brightness change, 1 indicates no change, < 1 indicates
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TABLE VIII
EFFECT OF DIFFERENT PREDICTORS.

Predictor StyleGAN StyleGAN2 StyleGAN3
ACC AUC | ACC AUC | ACC AUC
None 99.8 999 | 958 99.1 | 67.3 70.7
Forest 99.8 999 | 958 989 | 67.6 727
LightGBM | 99.9 1000 | 96.7 994 | 76.6 80.1
XGBoost 99.9 1000 | 96.6 994 | 754 84.6

brighter, and > 1 indicates darker. Fig. 6 shows the perfor-
mance of different methods. Note these methods are trained
on regular images and tested on processed images. A similar
trend shows that our method still achieves decent performance
even at the highest compression level. Benefiting from the
large number of parameters of CNNs, most of the CNN-based
methods perform better than ours. We leave the improvement
of robustness to future work. Moreover, it can be seen our
method can resist a certain brightness change.
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Fig. 6. Performance of different methods against JPEG compression
and brightness change.

V. CONCLUSION

This paper describes a new forest-based method to detect
GAN-generate faces. In contrast to the recent efforts of using
CNNs, we propose a new multi-scale hierarchical cascade
forest. Our method contains three main components of input
feature extraction, hierarchical cascade forest, and multi-scale
ensemble respectively. Extensive experiments are conducted
on multiple types of GAN-generated faces in comparison
with recent CNN models, demonstrating that our method is
surprisingly effective in exposing GAN-generated faces.
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